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Abstract: The paper is devoted to financial frauds and crimes related to 

sustainability management policies of enterprises. This type of financial frauds involves 

the unlawful appropriation by enterprises of cash – European, national, municipal, or 

those of other stakeholders, in connection with the implementation of the governance 

aspect of sustainability. Such frauds are manifested in illegal misappropriation of 

assets or deliberate failure to invest in assets; in falsification of primary accounting 

documents and information from ongoing accounting records; in distortion, selective 

and inaccurate disclosure, omission, or non-disclosure in enterprises’ financial 

statements of their incurred or non-incurred expenses and investments in assets 

related to the implementation of sustainability management policies of enterprises. 

Financial frauds of this nature may also be associated with significant limitations on 

the performance of independent financial audits of enterprises’ financial statements, 

violations of the true and fair presentation of financial and non-financial sustainability 

information in enterprises’ reports, or actions related to breaches of the honesty and 

integrity of enterprises’ management and managerial teams. It is necessary to adopt 

preventive measures aimed at the timely detection and prevention of financial frauds 

and crimes related to the implementation of sustainability management policies of 

enterprises. The objective is to establish unified rules and good practices for the 

adoption of preventive measures that can prevent or ensure the timely detection of 

financial frauds and crimes committed by enterprises in the course of implementing 

their sustainability management policies. Furthermore, it is necessary to improve the 

management of assets and expenses incurred by enterprises in implementing 

sustainability management policies and to develop precise risk management systems 

addressing sustainability-related risks. To this end, effective coordination and strong 

partnerships with various international institutions and organizations are required in 

order to prevent all types of financial frauds and crimes committed by enterprises in 

the course of their activities. 
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Introduction 

The purpose of this study is to present, describe, and analyze the main types of 
financial frauds and crimes related to enterprises’ sustainability management policies, 
while outlining the measures undertaken for the timely detection and prevention of 
such financial frauds and crimes. “The relevance of the topic is determined by the need 
to identify corrective measures that will create the conditions for sustainable 
development...” Stanev, H. (2020) 

The object of this study comprises the main types of financial frauds and crimes 
associated with enterprises’ sustainability management policies.  

The subject of the study is the analysis of enterprises’ capabilities to undertake 
adequate measures for the detection and prevention of financial frauds and crimes 
related to their sustainability management policies.  

In order to achieve this goal, the author sets the following research tasks: 

1. To describe the essence of financial frauds and crimes; 

2. To present the main types of financial frauds and crimes related to 
enterprises’ sustainability management policies; 

3. To identify the main methods and measures for prevention, detection and 
avoidance of financial frauds and crimes related to enterprises’ sustainability 
management policies.  

The above tasks can be accomplished through the application of various 
approaches: historical; logical; systemic; comprehensive, etc.  

 

1. Essence of the concept of “fraud”. Main types of frauds 

In legal and accounting theory and practice, various definitions of the concept of 
“fraud” can be found, and namely:  

1) “Fraud is the commission of deliberate human actions with intent, such as 
lying, theft, robbery, plagiarism, conflict of interest, corruption, misappropriation, 
bribery, money laundering, extortion, etc., aimed at personal gain and/or at causing 
losses, harm, and/or damage to another.” (Natchkova, M., 2021, a)  

2) Fraud represents “all diverse means that human ingenuity can devise and to 
which an individual reports in order to gain an advantage over another through false 
representations or concealment of truth. These include unexpected actions, cunning, 
deceit, or hypocrisy, and any other dishonest means of deceiving a person.” (Dinev, 
D., 2006, a);  

3) Fraud is “any activity involving dishonesty or deception that has a direct or 
indirect impact on business, regardless of whether the perpetrator of the fraud benefits 
from it.” (Davies, D., 2002);  

4) Fraud is “a deception, a lie pursued for selfish gain.” (Andreychin, L., 2005);   

5) It is “an intentional act committed for the purpose of personal gain.” (Dinev, M., 
2015);  

6) The legislator defines fraud as follows: “any person who, with the intent to 
obtain property benefit for himself or for another, induces or maintains a state of 
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deception in another person and thereby causes property damage to that person or to 
another, shall be punished for fraud by deprivation of liberty…” and “any person who, 
with the same intent, exploits another’s deception, inexperience, or lack of awareness 
and thereby causes property damage to that person or to another, shall be punished 
by deprivation of liberty…” (Criminal Code of the Republic of Bulgaria, 2025, a)  

Financial crime is defined by the legislator as follows: “Any person who carries 
out a financial operation or transaction involving property, or conceals the origin, 
location, movement, or actual rights to property which they know or suspect to have 
been acquired through a criminal offense, shall be punished for money laundering by 
deprivation of liberty … The penalty shall also be imposed on any person who acquires, 
receives, holds, uses, transforms, or in any way assists in the transformation of 
property which, at the time of its acquisition, they know or suspect to have been 
acquired through a criminal offense. These provisions shall also apply where the 
criminal offense – a financial operation, through which the property was acquired, does 
not fall under the criminal jurisdiction of the Republic of Bulgaria.” (Criminal Code of 
the Republic of Bulgaria, 2025, b) The subject matter of financial crime comprises 
assets (cash, financial assets and instruments, investment property, fixed tangible 
assets, inventories, receivables, etc.) acquired as a result of a committed criminal 
offense.  

Different authors provide different definitions of the concept of “financial fraud.” 
According to some of them, financial fraud is: 

1) “an act or omission, including deception (misrepresentation of information), 
that intentionally or negligently misleads or attempts to mislead a party in order to 
obtain a financial or another benefit or to avoid an obligation.” (Accountancy Europe, 
2017); 

2) “an intentional act by one or more members of management, those charged 
with governance, employees, or third parties, involving the use of deception in order to 
obtain an unjust or unlawful advantage” (International Standard on Auditing (ISA) 240); 

3) “any illegal act characterized by deceit, concealment, or violation of trust. 
Frauds are committed by individuals and organizations in order to: obtain money, 
property, or services; avoid payment or loss of services; or secure personal or business 
advantage.” (International Standards for the Professional Practice of Internal Auditing, 
2017); 

4) “When one of the parties to a legal relationship fails to act lawfully towards 
the other party, does not fulfill its obligations, and thereby breaches the contract 
concluded between them … with the intent to obtain unlawful financial benefits by 
causing financial damage to the other party, that party commits financial fraud against 
the latter.” (Natchkova, M., 2007); 

5) “any intentional act or omission related to: the use or presentation of false, 
incorrect, or incomplete statements or documents, resulting in the misuse or unlawful 
withdrawal of funds from the general budget of the European Communities or from 
budgets managed by or on behalf of the European Communities; the concealment of 
information in breach of a specific obligation, with the same result; the use of such 
funds for purposes other than those for which they were originally granted.” (Public 
Sector Financial Management and Control Act, 2025); 

6) “any intentional act or omission related to: the use or submission of false, 
incorrect, or incomplete statements or documents, resulting in the unlawful reduction 
of funds from the general budget of the European Communities or from budgets 
managed by or on behalf of the European Communities; the concealment of 
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information in breach of a specific obligation, with the same effect; the misuse of 
lawfully obtained benefit with the same effect.” (Public Sector Financial Management 
and Control Act, 2025); 

7) “Financial fraud is the concealment, falsification, distortion, selective and 
inaccurate disclosure, omission, and non-disclosure of specific economic information. 
The commission of financial frauds is associated with the intent and actual actions of 
one of the parties to a given transaction (contract) to unlawfully redistribute the financial 
result generated by such transaction in its own favor and to the detriment of the other 
party.” (Natchkova, M., 2021, b)   

The main types of financial frauds may be classified according to the form in 
which they are committed as follows: 

1) Cash frauds – these financial frauds are related to the theft of cash or with 
electronic payment instruments; 

2) Document frauds – these financial frauds are associated with the non-
issuance or falsification of primary accounting documents (invoices, contracts, 
payment documents, etc.), as well as tertiary accounting documents (registers) – trial 
balances, general ledgers, and the financial statements of enterprises; 

3) Accounting frauds – “True and fair presentation is ensured by reliable 
disclosure of the effects of transactions, other events, and conditions in accordance 
with definitions and criteria for recognition of assets, liabilities, income, and expenses 
set out in applicable accounting standards.” (Feschiyan, D., 2023). Accounting frauds 
are related to violations of accounting legislation; the preparation or use of documents 
containing false information, forged or altered primary accounting documents in the 
course of business activities; the maintenance of fraudulent double-entry accounting 
for the purpose of tax frauds; fictitious entries in accounting registers aimed at 
recording fictitious revenues and expenses; improper overstatement or 
understatement of asset values; incorrect recognition or concealment of liabilities; 
frauds involving equity and financial statements of the enterprise with the aim of 
reporting a negative (loss) or positive (profit) financial result, higher or lower returns on 
equity shares, etc.;  

4) Computer frauds – these financial frauds are related to the falsification of 
electronic primary accounting and payment documents, as well as economic information 
disclosed on the internet. “Financial frauds and crimes related to electronic payment 
instruments affect a specific type of social relations… and are fundamental to the proper 
circulation, distribution, and safeguarding of cash provided by citizens and other legal 
entities to banking and credit institutions… In cases of financial frauds and crimes of this 
nature, it is necessary, through the disclosure of bank secrecy by banks, to establish the 
amount of damage caused, i.e. the amount of funds obtained as a result of the use of a 
payment instrument without the consent of the holder, as well as in cases involving a 
counterfeit payment instrument.” Natchkova, M., (2016); 

5) Valuation frauds in business appraisal – these financial frauds are related to 
the overvaluation or undervaluation of assets, equity, and liabilities of the enterprise 
with the aim of presenting the enterprise to its stakeholders as being in a better or 
worse financial position and of unlawfully gaining dividends or personal benefits for the 
management due to the artificially created fraudulent situation; 

6) Investment frauds – these financial frauds are related to the enterprise’s 
investments in stocks or shares, or in other types of financial assets or financial 
instruments that are presented as highly profitable or as having high rates of return 
(“Pump-and-dump” schemes; investments in real estate, land, precious metals, 
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gemstones; virtual currencies (Bitcoin, OneCoin, Dogecoin, Litecoin, Cloudcoin, 42 
Coin, Ether, etc.); 

7) Currency frauds – these financial frauds are related to the execution of 
fraudulent foreign exchange transactions and schemes. “Financial frauds and crimes 
involving virtual means of payment committed on a global scale, and namely, classic 
cyberattacks such as theft, hacking, and loss of virtual currencies; illegal activities such 
as money laundering, tax evasion, speculative transactions involving prohibited goods, 
and the unauthorized financing of terrorism, intensify users’ distrust in such 
instruments…” (Natchkova, M., (2018); 

8) Tax frauds – these financial frauds are associated with the misuse of 
information; conflicts of interest; encouragement of corruption through bribery; creation 
of spheres of influence, tax lobbies, and tax “umbrellas”; fiscal frauds related to the 
unlawful use of tax credits; intentional obstruction of tax authorities in performing their 
official duties; restructuring of commercial enterprises with the aim of avoiding, 
concealing, or evading tax liabilities, etc.;  

9) Insurance frauds – these financial frauds are related to the misuse of insured 
assets for the purpose of unlawfully obtaining insurance compensations and payments, 
bonuses, or profit-sharing amounts from the insurer or, respectively, the reinsurer, etc.; 

10) External frauds – these financial frauds involve concealed commercial 
transactions. They are committed for the purpose of direct or indirect financial gain. 
They intentionally involve the misuse of the assets and information of the victim 
enterprise for unlawful enrichment; the disruption of functions of its accounting and 
reporting system and the deliberate distortion of the resulting accounting information; 
the unlawful appropriation of profitable businesses or entire enterprises. “External 
frauds involve a wide range of schemes – supplier frauds, traditional customer frauds, 
and schemes involving breaches of accounting trust.” (Dinev, D., 2006, b). Such forms 
of financial fraud include click-through frauds, fake auction frauds, escrow frauds, 
phishing attacks, pharming, Google bombing, Nigerian scams, theft of banking 
certificates, etc.; 

11) Audit frauds aimed at misleading the auditor – these financial frauds are 
related to limitations in the scope of the audit; deliberate misrepresentation; 
concealment of financial and non-financial information from certified public 
accountants, statutory auditors who conduct independent financial audits of 
enterprises’ financial statements; from inspectors of the Court of Auditors and the 
Financial Supervision Commission who conduct external audits; as well as from 
internal auditors who conduct internal audits. Such frauds are perpetrated by 
enterprises’ management with the aim of obtaining an unqualified audit opinion 
regarding the compliance with the accounting principle of “going concern,” or of 
obtaining special permits or licenses from regulatory authorities, etc. 

As a result of the implementation of sustainability management policies, 
enterprises commit a number of financial frauds and crimes that may be detected by 
the enterprises’ internal auditors, by independent certified public accountants, statutory 
auditors, in accordance with the Independent Financial Audit and Sustainability 
Assurance Act, by the tax administration, by inspectors of the Court of Auditors, by 
experts from the Financial Supervision Commission and the Bulgarian National Bank, 
by investigative authorities, and  by the Economic Police Directorate of the Ministry of 
Interior, the prosecution office, and the courts of the country.  
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2. Financial frauds related to enterprises’ sustainability management 
policies  

The ESG (Environmental, Social, and Governance) criteria used to assess the 
sustainability and ethical impact of enterprises are critical to all stakeholders when 
making investment decisions and evaluating corporate responsibility. They are 
increasingly used by investors to assess risk and long-term return potential of an 
enterprise, as well as to select investments that align with their values. ESG criteria 
are regarded as a key component of sustainable and responsible investing. 

Governance factors refer to enterprise’s governance, management and 
leadership structures, to risk management, legal compliance, and ethical practices. 

Financial frauds related to the unlawful appropriation by enterprises of cash –
European, state, municipal, or those provided by stakeholders, etc., are associated 
with the implementation of the governance dimension of sustainability, with deliberate 
misrepresentation, and with the concealment of financial and non-financial information 
from the bodies responsible for conducting social and environmental audits within 
enterprises – various ministries: the Ministry of Economy, the Ministry of Finance, the 
Ministry of Labor and Social Policy, the Ministry of Environment and Water, the Ministry 
of Agriculture and Food, the Ministry of Regional Development and Public Works, the 
Employment Agency, the Labor Inspectorate, Labor Offices, Occupational Health 
Services, Sanitary Inspection Services, Regional Health Inspectorates, etc. Such 
frauds are manifested in the following forms: 

1) Data manipulation – obtaining inaccurate, distorted, falsified, or insufficient 
information regarding concluded contracts, issued sales invoices, and actual revenue 
realized by enterprises; 

2) Execution of banking transactions leading to misleading financial information 
about transactions that are, in fact, suspicious, carried out for the purposes of money 
laundering, engaging in corrupt practices, and terrorism financing; 

3) Lack of verification of manually entered accounting records or accounting 
entries that are not subject to automated control; 

4) Misrepresentation of the enterprise’s expenses and revenue in order to 
achieve predetermined financial results and their subsequent allocation in favor of 
high-risk shareholders; 

5) Incorrect accounting valuations of financial assets and instruments aimed at 
increasing the enterprise’s financial result and the subsequent concealed distribution 
of realized profits in the form of dividends or new investments in stocks or shares by 
high-risk shareholders or partners; 

6) Insufficient documentation of one-off or unusual transactions, intended to 
conceal instances of corruption, money laundering, and terrorism financing; 

7) Improper configuration of information (IT) systems, leading to inaccurate 
financial data and the concealment of corruption, money laundering, and terrorism 
financing;  

8) Inadequate protection of servers and databases, which may result in data 
unreliability or data loss due to frequent interruptions or failures of IT systems; 

9) Modification of program codes for access and authentication within IT 
systems, insertion of errors, and inconsistencies in data storage and backup, which 
may affect accounting records with the aim of concealing corruption, money 
laundering, and terrorism financing; 
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10) Lack of regular monitoring of the IT environment, allowing deficiencies and 
inconsistencies in accounting records to remain undetected; 

11) Absence of disaster recovery plans following cyberattacks, which may 
threaten the continuity of enterprises’ operations; 

12) Failure to conduct, or insufficient conduct of, enterprises’ staff training on 
the implementation and application of controls for verification of concluded contracts 
and the related accounting entries made; 

13) Lack of updates in response to newly emerging changes in the IT 
environment; 

14) Subjective and unreliable assessment of the control environment or 
concealment of weaknesses by the IT team that supports the enterprise’s operations 
and accounting;  

15) Deliberately concluded contracts and executed transactions in high-risk 
geographic regions; 

16) Loss of traceability and insufficient transparency of concluded contracts and 
executed commercial and financial transactions, etc. 

17) Unlawful appropriation of funds resulting from awarded public procurement 
contracts for the construction of wastewater treatment plants and filtration facilities; 

18) Unlawful submission of false, inaccurate, or incomplete primary documents 
and VAT declarations for the purpose of fraudulently concealing non-payment or 
unlawfully generating rights to VAT refunds for assets or expenses related to 
environment protection and restoration; 

19) Failure to ensure confidentiality and adequate safeguards in the processing 
of personal data of counterparties within enterprises; 

20) System failures, cyberattacks, and malware intrusions, data misuse or 
manipulation resulting from internal or external breaches, related to unauthorized 
access to accounting data with the aim of data loss and concealment of corruption, 
money laundering, and terrorism financing; 

21) Documented fictitious expenses, such as accounting for funds that were not 
actually disbursed but were recorded for concluded insurance contracts for health 
insurance and supplementary medical care intended for employees but benefiting the 
enterprise’s management; recorded but not provided personal protective equipment in 
case of hazardous working conditions, etc., aimed at the unlawful saving of enterprises’ 
funds; 

22) Deliberate manipulation of financial results and financial statements by 
enterprises with the aim of achieving lower reported profitability and subsequent 
concealed distribution of profits among owners;  

23) Intentional restructuring of commercial enterprises or liquidation of entire 
units, departments, and divisions for the purpose of concealing poor management 
practices by the enterprises; 

24) Financial abuses related to social expenses intended for employees, which 
are carried out with the aim of concealing financial benefits obtained by the enterprise’s 
management; 

25) Selective disclosure, omission, or non-disclosure of information, 
communication of empty statements and making empty promises, ambiguity in 
disclosed claims, inconsistencies between different disclosures, declarations, and 
communications, lack of comparability of disclosed information, irrelevance, outdated 
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information, and outright falsehoods in disclosed information regarding implemented 
or non-implemented activities related to the governance component of sustainability.  

26) GREENWASHING frauds. The term was introduced as early as 1986. It was 
coined by the writer Jay Westerveld to describe the contrast between words and 
actions. The term has since been adopted by the European Union and is used in the 
EU Taxonomy Regulation. Greenwashing refers to “the practice of obtaining an unfair 
competitive advantage by labeling a financial product as environmentally friendly 
when, in fact, the fundamental environmental standards have not been met”. The 
Corporate Sustainability Reporting Directive (CSRD) defines greenwashing as 
“financial products that unjustifiably claim to be sustainable”. In the final report of the 
European Securities and Markets Authority (ESMA) dated 04.06.2024, 
“Greenwashing” is defined as “a practice whereby sustainability-related statements, 
declarations, actions, or communications do not clearly and fairly reflect the 
sustainability of an enterprise, financial product, or financial service. This practice may 
mislead consumers, investors, or other market participants.”, etc. 

 

3. Methods for prevention and detection of financial frauds committed 
by enterprises as a result of implementing sustainability management policies  

The main methods for prevention and detection of financial frauds committed by 
enterprises as a result of implementing sustainability management policies are as 
follows: 

1) Exercise of professional skepticism in the performance of independent 
financial audits, external audits, or internal audits of enterprises’ financial statements 
by certified public accountants, statutory auditors, inspectors of the Court of Auditors, 
the Financial Supervision Commission (FSC), tax inspectors, law enforcement 
authorities, and internal auditors. These bodies should coordinate their actions and 
establish unified mechanisms for identifying, recognizing, and assessing risks arising 
in enterprises’ activities that lead to violations of their sustainability management 
policies; 

2) Direct verification of enterprises’ accounting documentation that is subject to 
manipulation and falsification. All supervisory bodies (external independent, state, and 
internal) should take into account the impact of the risk of non-detection of material 
misstatements, deviations, and inconsistencies resulting from fraud or error committed 
by enterprises in connection with their sustainability management policies;  

3) Conducting frequent financial audits by the inspectors of the state financial 
supervision (FSC), respectively, by the Banking Supervision Division, is another mean 
of detection and prevention of financial frauds and crimes committed by enterprises in 
relation to their sustainability management policies. In this regard, there is a need for 
analysis and financial control of expenses incurred by enterprises in the 
implementation of their governance policies. This may also lead to the revocation of 
licenses, special permits for carrying out specific activities by enterprises found to have 
committed financial frauds related to the implementation of their sustainability 
management policies; 

4) Carrying out inspections by the National Revenue Agency inspectors, 
investigative authorities and other state bodies for detection and prevention of financial 
frauds and crimes committed by enterprises in connection with the implementation of 
their sustainability management policies, etc.  
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Conclusion 

Financial frauds and crimes committed by enterprises in connection with the 
implementation of their sustainability management policies are extremely harmful to 
society. Their effective detection and prevention are grounded in close cooperation 
between certified public accountants, statutory auditors, and internal auditors, on one 
hand, and various state authorities, as well as international institutions and 
organizations, on the other.  

The European Union member states adopt markedly different approaches to the 
investigation of financial frauds and crimes, and money laundering. The problem lies 
in the fact that European Union rules on financial frauds and crimes are not fully and 
uniformly applied by all member states. Therefore, it is necessary to introduce a unified, 
integrated system for prevention of financial frauds and crimes across all EU member 
states. The objective is to establish common rules and best practices that enable the 
timely detection and prevention of financial frauds and crimes committed by 
enterprises, thereby improving the management of their assets, liabilities, equity, and 
financial results, and fostering the development of robust and precise risk management 
systems.  

This work was financially supported by the UNWE Research Programme 
(Research Grant No. 15/2026/A). 
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